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Setup Guide

Step 1: Get the Badge.
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Step 2: Download and install the Arduino IDE from these links.

Windows: https://downloads.arduino.cc/arduino-1.8.19-windows.exe

MacOS: https://downloads.arduino.cc/arduino-1.8.19-macosx.zip

@ Arduino Setup: Completed —

Completed

Show details |

o |

Close
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step 3: GGG <~ connect the badge to the system using a micro-usb cable.

Nﬁté&y Please turn ‘ )] 3
off the switch be [ D
pLonnectingthe b= " y

K Rﬁ“ﬂg 0\2. '0)‘&“- d

—

K K

S

Step 4: Start Arduino IDE, go to the “Tools” menu option and select the Port where the badge is
connected.

@ sketch_jun20a | Arduino 1.8.19 — O X
File Edit Sketch |Tools | Help

Auto Format Ctrl+T
Archive Sketch
sketch_jun20a Fix Encoding & Reload
void setup() Manage Libraries... Ctrl+Shift+|
[/ BUEYORH gerial Monitor Ctrl+Shift+M
} Serial Plotter Ctrl+Shift+L
soid Toop() | WIFI10T/ WiiNINA Firmware Updater
[/ put your Board: "Arduino Uno" >

}

Get Board Info

Programmer: "AVRISP mkll" >

Burn Bootloader
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Step 5: Go to the “Tools” menu again and click “Serial Monitor”.

@ sketch_jun20a | Arduino 1.8.19 —

Tools | Help
Auto Format Ctrl+T
Archive Sketch
sketch_jun203 Fix Encoding & Reload
void setup() Manage Libraries... Ctrl+Shift+|
SR
} Serial Plotter Ctrl+Shift+L

void loop() { WiFi101 / WiFININA Firmware Updater

// put your i
E : Board: "Arduino Uno" >

} Port: "COM4" >
Get Board Info

Programmer: "AVRISP mkll" >

Burn Bootloader

Arduino Uno on COM4
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Step 6: Keep the Serial Monitor settings as “Newline” and “9600 baud” and uncheck “Show

*kk

timestamp” and then To start the CTF, type *** and click on “Send” button.

@ com4 - O X
::tl I Send
Autoscroll ) Show timestamp Newline v ] [9600 baud Clear output

@ NotSoSecure part of Page: | 5
Cla ra net Cyber Security Claranet Cyber Security 2023. All rights reserved



BlackHat USA 2023 Badge CTF — Setup Guide

Step 7: The badge then prints the ASCII art and challenge menu. Select your puzzle choice (send 1,

2 or 3) to print the corresponding puzzle and enter your flag.

@ com4 — 0O X
| Send
AKX
EEEEEE -,
AR R ISR -
it 3 1 A =N EEEE =, .

=REERE A=, Li=REEEEE i+
-$5#+-. e
=%£%. thg=
+%%. =$%+. ++

v 5% SRR O#%4

%% HEEE- $%+
+3%. - CAEEE+ L5544
=%%. $5+. SFEEEE. 15%=
-$3%- $33h: +33%%= -$3%-

L5554 #3334 =333%4. +3%.

54 #33333%%%%= $#5#

=$%- $3333%%4. -$%-

$#3¢ #3333 $%#

TEE #3534+ v$%.
t5%4. #= LE3%:
CEEE- -33%.
+334. CAgs=
AEEE, LKggN,
HEE L R HEE £ R
L3RRS THEEES.
—AEEE+ i HEEEN-
REEEEN-.

elcome to Claranet BadgeCTF!
Please select your option:

. Web

. Infra

. Cloud
@ Autoscroll (] Show timestamp Newline v ‘ ’9600 baud Clear output
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Step 8: For example to submit the web CTF, type “1” and click on “Send” button.

NotSoSecure part of

® com4 — ] X
I 1 Send I
AKX
HEEEEE AL
SR IR N L
i 5 5 1 A 1=NEEEE A= .
=AE33% 4= Li=AEEEEE -
-5+, - .=f-
=%%. Ag=
+5%. =$3+. ++
r5% SR8 #3+
‘g% L+EEE- 5+
+5%. +- LAEEE+ LER4
=%%. #5+. FEEEE. 1%$%=
-$%- #E3h: +5%%%= -$%-
LER4 #33%4- =333%4. +5%.
#3# #3ITTTIERE= #3#
=%%- #5333%%4. -$%-
$#3# #E3ee $#3#
133 #3554+ rg%.
11 == L$35%:
LEEE- -%%%.
+3%4. LA33=
R4, LAgEN,
HEE 1 R it 1
HEEE=: THEEE+.
b 11 2R s 21 L
e 1 1 L
Welcome to Claranet BadgeCTF!
Please select your option:
1. Web
2. Infra
3. Cloud
@ Autoscroll (] Show timestamp Newline v ‘ ’9600 baud Clear output
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Step 9: It will show the URL where you can capture the flag.

® com4 — O X
“ Send
1. Web
2. Infra
3. Cloud
Verifying please wait...
N EEEEEEE N =,
T+ERE Y =+3QE=QRE=="30*=
+3@+: L A@#: =@@= .-*@#-
L@ =Q%- +@*. =%@=
=@#: A =$#@EERR#= =B3:
YER+=—-:.%0= #CEE=-CEER#:+2EC=
#@-:-=+*2QRERERTS3333=00=-. —=QR-=-:*@=
+@= @ ..., $Q@RE-:CERS $@:
.@# A@: LHEEEEE+ QLR+ .@%
+@- ee ‘EREEEEERE* ..:3+ #Q.
“e. .G  *EREEEEEEEee* .@# +@-
e B¢  #E*==*EE: :3% .@# +@-
=@= B@  -B+::##G-.-B= G+ #Q.
@s *@:  :YBEs#IEE*: A@: 1@#
=@*: .@# ——=—t- .@% I C
FERZEEE N +30+:.. L. rSEY Y ESEERE:
+@* L i-=+3RR#3IICLLLARTIEIICR+==-1.:3C:
15@- +@* .5@: +@*.
=%%=. 13- +@* th@g:
-$#@#=: =0%- L@ 430+,
—+5@# +3CR+2#CER + 3@ #+:
et 1 LR =
ttps://web.ctf.nss.training
lease enter your flag
@ Autoscroll (] Show timestamp Newline v } [9600 baud v Clear output
Page: | 8
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Step 10: Once you submit the correct flag, you will find the success message.

® coma — (] X
| Send
=@#: A@x =#CEEE#= =0s:
A@R+=--:.%0= #CRER=-QRR#: +2CE=
$@-:-=+*$CRRERRTTE3333=0C=-. -=Q@-=-:*@=
+@= e ..., $QRE-:GeR: #@:
Ne *@: L+EEESE+:+3GERRY+ .03
+@- ee ‘ERREREEEREE* ..:%+ 0.
fe. .G  *QGREREEEEEEEE*  .@# +@-
cH @#  #@*==*Q@@: :3% .0@% +@-
=@= B@  -G+::##G-.-B= :G+ £Q.
@s A@: T VERT#EEEN: A@: HcE
=@*: .@# ——=—t-— .@% . 130,
VEETEEE N +36+:. . L. rEQRYHYVEEEEEE:
+@Y L i-=+#EE#333CLCLERTIIIICL+==-1.:30:
13@- +@x .5@: +@x.
=%%=. 13- +@* e
-$@#=: =0@%- .+@#: :+3@+.
—+30# +3CC+2ER + 3Q#+:
i 2 Rk =

https://web.ctf.nss.training

Please enter your flag

Success! Web challenge is solved.

Please select your option:

1. Web
2. Infra
3. Cloud

@ Autoscroll () Show timestamp Newline v ‘ ’9600 baud Clear output
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Step 11: Observe the light for web CTF.
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Step 12: Once you submit all the CTF, it will turn on all the lights on the badge.

@

NotSoSecure part of Page: | 11

claranet cyber security

© Claranet Cyber Security 2023. All rights reserved



BlackHat USA 2023 Badge CTF — Setup Guide

Step 13: Find the “GOLDEN STRING” in output which you can submit to following URL:

https://www.claranetcybersecurity.com/bhusa23-badge-submission

@ com4
| | send

1. Web
2. Infra
3. Cloud

Verifying please wait...

T=AEEEERY 4L
-#0%+-:. Li=hRs=
-3@+. -#@+
e+ -@3+==:.

—+E0- Rkt L===+§0E*:
] -#EEEEERRRER:= 1+@#.
+@#: ‘EeEEEEEEEEEEES. .#@-
#6- ddddddddddeeelees 3@:
=e= ‘Ee3*r#EEEs-:-2CE HCl
#G. =@e +ee- .G# .@#
#@: AES+HEI=A @A 0E. -@+
H I YERRRERIEEE:- .ee.
=@#. —#-#-#-4+ -@s.

1#@*: =30+
B e L e A1

https://cloud.ctf.nss.training

Please enter your flag

Success! Cloud challenge is solved.

ongratulations on solving all the challenges, use this golden string along with your email id to register for our Flipper Zero Raffle at

ttps://www.claranetcybersecurity.com/bhusa23-badge-submission

LDEN STRING:

Newline ~ | |9600 baud v Clear output

@ Autoscroll (] Show timestamp

Step 14: To reset the badge, send RESET and reconnect the badge to Arduino IDE.

NotSoSecure part of
claranet cyber security

@ com4 - O X

v| Send

RESET

BADGE RESET SUCCESSFUL! Please reconnect your badge to start again

Autoscroll () Show timestamp ‘Newline v | |9600baud |  Clear output
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