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Agenda
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• Threat Landscape of LLMs

- Why large language models are targets

• Why new threats are hard to defend against

- New novel attack types are being published daily in the form 

of academic papers

• Implementing Guardrails

- Practical prompt engineering tactics & security measures
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Why LLM’s are an attractive target

High Value 

Data

Easy Attack 

Vector
Widespread 
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Scalability of 

Attacks
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Data Leakage
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Threat Landscape of LLMs

Prompt Injection 

& 

Manipulation

Data Leakage 

& 

Privacy Risks

Biased 

or 

Harmful Outputs

Model Exploitation 

& 

Reverse Engineering

Regulatory 

& 

Compliance Exposure

“AI brings New Security and Privacy Challenges”
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Prompt Injection Attacks: When AI Turns Against You

“Exercise caution when building off LLMs”
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ChatGPT Memory 

Exploitation

1. User visits a malicious website or opens an untrusted 

document.

2. The content contains hidden prompt injections that 

invoke ChatGPT's memory tool.

3. Malicious instructions are stored in ChatGPT's 

memory.

4. In subsequent sessions, ChatGPT unknowingly sends 

user inputs and AI responses to the attacker's server

https://learnprompting.org/blog/prompt-injection-hacking-chatgpt-

memories?srsltid=AfmBOorBKPbGQAJA6kP_Utiqhbt5tIGOk1SZC1C

dA2rdDDoX2WbLiset

https://embracethered.com/blog/posts/2024/chatgpt-macos-app-persistent-data-exfiltration/



COLOUR PALETTE

LangChain Prompt-

injection > RCE 
(CVE-2023-36258)

Issue: Prompt injection in 
PALChain.from_math_prompt() leads to 
code generation that is directly executed.

Impact: Remote Code Execution (RCE) 
with critical severity (CVSS 9.8). Full 
system compromise possible.

Root Cause: Untrusted prompt content 
converted into Python code and 
executed without sanitization.

Mitigation: Sanitize prompt inputs, 
restrict code execution scope, upgrade to 
LangChain ≥ 0.0.236.
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Why a white box approach makes the most sense?
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Why a white box approach makes the most sense?

1.Full attack-surface visibility 

2.Reproducible coverage of stochastic behaviour

3.Cost & efficiency

4.Meets assurance & regulatory expectations

5.Staying ahead of real attackers
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How White-Papers Keep Us Ahead

Turning Cutting-Edge Papers into Competitive Advantage

Reading the latest research turns tomorrow’s zero-day into today’s regression test.

That’s how we spot vulnerabilities and shortcomings long before they hit 
production.
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Extracting Prompts by Inverting LLM Outputs
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What happens when you ask an LLM a question?
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Why is the sky blue?

<System Prompt>

+

Why is the sky blue?
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Why is the sky blue?

You are a helpful assistant

Assist the user by answering

questions

+

Why is the sky blue?

The system prompt is created and appended to the request to the LLM

By the person serving the application
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Why is the sky blue?

You are a helpful assistant

Assist the user by answering

questions

+

Why is the sky blue?

A good system  prompt is considered IP and should be kept secret

The quality of the prompt is what makes this application different

From the competition.
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But can it be kept secret?
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No…

Not really
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Language-Model Inversion: The Hidden Risk

“If we can see the answers, can we work backwards to the 
question?”

Is prompt privacy guaranteed by APIs that hide logits or block 
jailbreaks?

Real-world threat: cloning proprietary GPTs, stealing fine-tuned 
system prompts.
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What Is output2prompt?

• Black-box technique

• Requires only normal text outputs: no logits or jailbreak queries.
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System prompt

You are Quanta, a warm, 

playful AI guide who listens 

with empathy, sparks curiosity 

with open-ended questions …. 

Continued…

Inverted output

Quanta" is a warm and playful 

AI guide designed to engage 

with users in a warm and 

friendly manner. This GPT is 

programmed to respond with 

empathy, spark curiosity with 

open-ended questions …. 

Continued…
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What about custom GPT’s?
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Custom GPT inverted output

GPT Description: The " " is a specialized AI designed to help medical 

students study efficiently. It is programmed to generate academic 

flashcards, quizzes, and memory games with every set. This GPT is 

equipped with the ability to generate study materials from scratch or use 

your files for a memory match game. It follows strict guidelines to avoid 

repetition or filler content. The AI is capable of batching content properly by 

topic and difficulty, making it suitable for both free and premium users with 

distinct limits. Additionally, it can connect with a smart API to build 

interactive study tools that can be easily customized to meet your learning 

needs. Whether you need flashcards, quizzes, or memory games, the " " is 

here to help you boost your learning and boost your learning.
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How Do We Defend Against These Attacks? 

To build robust layered defences we must first understand the 
attack surface 

Threat-model and map components against OWASP Top-10 for 
LLM
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Typical Gen AI Implementation
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Implementing Guardrails
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Test like an attacker 

Adopt the Adversary’s Mind-Set 

Go Multi-Turn & State-Full 

Target the “Connected Stuff,” Not Just the Model 

Capture & Replay for Evidence 

Read whitepapers
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Mastering LLM 

Integration Security:

Offensive & Defensive Tactics

Böblingen/Online

April 20, 2026

Zurich

April 23, 2026

• Expert in Windows exploits, reverse 

engineering, and LLM security

• Leads AI / ML, infrastructure hacking 

courses

• Trainer at NotSoSecure and speaker at 

international security events.

Dates:

Further information:

Speaker: Warren Atkinson
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